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The Algorithm 

Algorithm 2.1: HillClimbing(M1, M2, k) 

Randomly select CV ; 
fbest = fM1,M2 (CV ); 
while (CV is not k-opt) 

CV = x such that x ∈ Sk with f (x) < fbest ;CV 
fbest = fM1,M2 (CV ); 

return (CV , fbest ) 

Selection of the next chaining value 

Greedy Gradient ascent . 

Steepest ascent 
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Experimental Results 

The algorithm is repeated approximately 225 times and we consider 
the method successful, whenever we obtained an E/n-bit 
near-collision with 

E ≥ 184 for n = 256 bits 

E ≥ 335 for n = 512 bits 

E ≥ 623 for n = 1024 bits 

The generic approach requires 240 compression function 
evaluations for these bounds. 
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Blake-32 

Blake-32 

Designed by J.-P. Aumasson, L. Henzen, W. Meier, R. C.-W. Phan 

10 rounds 

Our setting 

1 bit difference to the message blocks 

Counter and Salt are fixed to zero. 
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Comparison of Results 

Paper Rounds Complexity Type Difference 
. 1 21 (256-4)/256-bit NC Message 
. 1.5 < 226 (256-47)/256-bit NC Message 
. 2 < 226 (256-72)/256-bit NC Message 

Su et al. 4 (4-7) 221 (256-104)/256-bit NC Message, CV 
. 4 237.39 (256-74)/256-bit NC Message 

Aumasson et al. 4 (3-6) 256 (256-24)/256-bit NC Message, CV, 
Salt, Counter 
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Fugue 

Fugue 

Designed by S. Halevi and W. E. Hall and C. S. Jutla 

Sponge-like design, based on the F-256 function 

Algorithm 3.1: F-256(M1, . . . , Mm , IV0, . . . , IV7 , k, r, t) 

for i ← 0 to 21 
Si = 0; 

for i ← 22 to 29 
Si = IVi−22; 

for i ← 1 to m 
TIX (Mi ); 
for j ← 1 to k 

ROR3; CMIX ; SMIX ; 
for i ← 1 to r 

ROR3; CMIX ; SMIX ; 
for i ← 1 to t 

S15+S4+ = S0; = S0; ROR15; SMIX ; 
S16+S4+ = S0; = S0; ROR14; SMIX ; 

return (S1, S2 , S3 , S4, S15, S16, S17, S18.) 
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Fugue 

Fugue 

Designed by S. Halevi and W. E. Hall and C. S. Jutla 

Sponge-like design, based on the F-256 function 

Algorithm 3.2: F-256(M1, . . . , Mm , IV0, . . . , IV7 , 2, 10, 13) 

for i ← 0 to 21
 
Si = 0;
 

Si = IVi−22;
 
for i ← 22 to 29
 

for i ← 1 to m
 
TIX (Mi );
 
for j ← 1 to 2
 

ROR3; CMIX ; SMIX ;
 
for i ← 1 to 10
 

ROR3; CMIX ; SMIX ;
 

S15+
 
for i ← 1 to 13
 

S4+ = S0; = S0; ROR15; SMIX ; 
S16+S4+ = S0; = S0; ROR14; SMIX ; 

return (S1, S2 , S3 , S4, S15, S16, S17, S18.) 
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Result on the reduced version of F -256 

(k, r , t) Best result (with ≈ 210CF ) 
(1,1,1),(1,1,2),(1,2,1),(1,2,2), 
(1,2,3),(1,2,4),(1,2,5),(2,1,1), 
(2,1,2),(2,1,3),(2,1,4),(2,1,5) 

Collision 

(1,1,3),(1,2,6),(1,3,1),(1,3,2), 
(1,3,3),(1,3,4),(1,3,5),(1,3,6), 
(1,3,7),(1,3,8),(2,1,6),(2,2,1), 
(2,2,2),(2,2,3),(2,2,4),(2,2,5), 
(2,2,6),(2,2,7),(2,2,8) 

≥ 231/256-bit near-collision 

(1,1,4),(1,1,5),(1,2,7),(1,2,8), 
(1,3,9),(1,3,10),(2,1,7),(2,1,8), 
(2,2,9),(2,2,10) 

≥ 184/256-bit near-collision 

TIX operation is parametrized by k, which is ignored in the 
implementation. Results should be updated. 
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Hamsi-256 

Hamsi 

Designed by ¨ O. Küçük 

Input:256 bit CV, 32 bit Message block and Output:256 bit 
CV 

3 Rounds 

Our setting 

Random message blocks. After the linear expansion, 
|δM | ≥ 70 bits. 

No difference in CVs. 
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Comparison of Results 

Paper by 
Nikolic 

Rounds 
3 

|δCV |
14 

|δM |
0 

Result 
(256-25)/256-bit NC 

Wang et al. 3 16 0 (256-23)/256-bit NC 
Aumasson et al. 3 6 0 (256-25)/256-bit NC 
Yun-qiang et al. 3 4 0 (256-20)/256-bit NC 

. 1 0 ≥ 70 bits (256-24)/256-bit NC 

. 2 0 ≥ 70 bits (256-64)/256-bit NC 
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JH 

JH 

Designed by Wu 

Input:1024-bit CV, 512-bit Message block, Output:1024-bit 
CV 

35.5 Rounds 

Our setting 

1-byte input difference to message blocks 

No difference in input CVs 
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JH Results 

Rounds Near-collision Complexity 
1 1023/1024 220.31 

2 1020/1024 218.57 

3 1019/1024 219.20 

4 1013/1024 219.80 

5 1005/1024 225.01 

6 991/1024 227.57 

7 942/1024 220.71 

8 907/1024 224.24 

9 816/1024 219.77 

10 820/1024 223.24 
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Summary 

We practically obtained 

184/256-bit near-collision for the 2-round compression 
function of Blake-32 

192/256-bit near-collision for the 2-round compression 
function of Hamsi-256 

820/1024-bit near-collisions for 10-round compression 
function of JH 
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Thank you. Any Questions?
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